Tokenization Getting Started Guide

® |ntroduction
® Transactions

® Request details:

Required Parameters:
Recommended Parameters:
Headers:

Body:

Response Body:

Callback Response:

® Request details:

Required Parameters:
Recommended Parameters:
Headers:

Body:

Response Body:

Callback Response:

Introduction

This document will describe how to complete a token for a credit card through the terminal.

Transactions

1. Make a POST call to create a transaction
2. Make a POST call to create a Hosted Payment Page

Request details:

URL: https://tb-sandbox.paymentfusion.com/transactions

Verb: POST

Required Parameters:

serial_number or client_id= The serial number of the terminal. Use only serial_number or client_id, not both.
merchant_id=The merchant identifier that will be used to connect to the gateway.

amount= $0.00

um_command= save

Recommended Parameters:

callback_url_1=0One of the three URLs where Transaction Broker will POST to when a transaction is finalized by the terminal. Multiple
callbacks may occur as new information is updated. This eliminates the need for polling for the transaction's status. Only HTTPS URLs are
allowed. The callback will retry if the host is unresponsive. The response received from the callback url must have the response code 2xx.
Basic auth credentials may be added in to url ie. 'https://username:password@address.com' or as an url param 'https://address.com?
token=secret'".

remote_id=Used for keeping track of a 3rd party identifier alongside the transaction object. This is typically used by the ISV to assign its own
identifier to the transaction for easy matching in case any network issues appear. This is not validated for uniqueness.

Headers:

Authorization: Needs to include Basi ¢ word before Base64 encoded api _i d: api _t oken. The api _i d is the identifier of the organization
created on TAP; size range - 20. The api _t oken is the unique token previously generated by TAP and provided securely to the
organization; size range - 3

Example: Basi ¢ ODA5BVgr NdZkZmbi FI JI TThkYTA2e Q00Mz A5dHh1bWZnZgf dZDE=

Accept: Specifies the requested API version. If this field is not specified or has an invalid format, the call will be routed to a previous version.
If the previous version does not exist, a 404 page will be displayed.

Example: appl i cati on/ vnd. paynent f usi on. v3. 0. O+j son

Content-Type: application/x-www-form-urlencoded

Cache-Control: no-cache Host: tb-sandbox.paymentfusion.com

Accept-Encoding: gzip, deflate

Connection: keep-alive



Body:



"confirmanount": fal se,

"serial _nunber": "string",
"client _id": "string",
"amount": "string",
"invoice": "string"
"um_conmand": "string",
"merchant _id": "string",
"user_nane": "string"
"custoner_nane": "string",
"software_nane": "string",
"i p_address": "string",
"cl erk_nunmber": "string",
"billing_street”: "string",
"billing_city": "string",
"billing_state": "string",
"billing_zip": "string",
"coments": "string",
"description": "string",

"return_card_data": false,
"save _card": fal se,
"tip_anount": "string",
"tip_nmethod": "string",
"all ow partial _auth": fal se,
“cal | back_url _1": "string",
"cal | back_url _2": "string",
"cal I back_url _3": "string",
"termnal text": "string",
"suppress_signature": false
"remote_id": "string",
"receipt_ref_nunf: O
"recei pt_option": "string",
"pronpt _for_zip_code": fal se,
"street address": "string",
"zip_code": "string",
"heal t hcare": {
"iias_verified": "string",
"heal thcare_anount™: "string"
"prescription_anmount": "string
"copay_anount": "string",
"vision_anount": "string",
"clinic_other_anmount": "string
"dental anount": "string",
“transit_amount": "string",
“cumul ative_anount": "string"



Response Body:

{
"id": "string",
"v': "string"

Use the newly generated transaction to have a patient enter in their information and store the token response.

Callback Response:

idtrot,

“type": "",
"version": "",
"data": {
idr,
"amount": "",
"serial _nunber": "",
"client _id": null
"invoice": "",
"i p_address": null,
"user _nane": null
"custoner _name": null
"sof tware_name": null
"“clerk _number": null

"transaction_status": ,

"credit_card_token": ,

"card_type": ,
"card_expiration_date": "",

"masked_card_nunber": ,

"um _conmand" : ,

"created_at": ,

"tip_anount™: ,
“tip_method": "",
"cancel _requested": null
"cancel requested_at": null,
"gateway_identifier": "",
"gat eway_response": {

"CardDetails": {

" Aut hori zedAnmount ": 0,

"Aut hori zati onCode": "",

n Ent ryM)de" : nn ,
"CardData": {
"CardNunber": "",

"ExpirationDate": "",
"NameOnCard": ""



b

"Bl NDat a": {
"BIN':
"CardBrand": "",
"l ssuingOrg": "",
"CardType": "",
"CardCat egory": "",
"I ssui ngCountry": "",
"I ssui ngCount r yCodeA2" :
"1 ssui ngCount r yCodeA3":
"I ssui ngCount r yNurber ":
"I ssui ngPhone": "",
"I ssui ng\Website": "",
"PanLength": "",
"l ssuedEntity": "",
"I sRegul ated": "",
"I sCommercial": fal se,
"I sHeal t hcare": false

H

"CardVal i dationData": {
" AVSResponse": "0",
"CVResponse": "U',
" AVSResponseText": "",
"CVResul t Text": "",
"Street MatchText": "0",

"Zi pMat chText": "0"

}
b

"Transactionld": ,
"Transacti onType": "",
"Token": "",

"Merchant Key": ,

"Transacti onl pAddress": "",
n |_bSt Codell : mn ,
"ResponseMessage": "",

"Resul t Code": O,

"Resul t Text": "",

"I nvoi ceData": {
"I nvoi ceNunber": "",
"Tot al Amount": 0. 00,
"Ti pAmount ": 0,
" Shi ppi ngAmount " 0,
" Sal esTaxAmount": 0,
"Dut yAmount ": 0,
"Conveni enceAmount": O,
" Sur char geAnount": O,
"CashBackAnount": O

}

"Custonti el ds": [

{

’



" Nan,en : nn ,

n Val uell nmnn
},
{
" Nanme ,
"Val ue"
}
] ’
n Ti rrest aerll : nn ,

"User Nane": "",
"Resel | erKey": ,
"Paynment Type": "",
"Processor": "",

"Host Ref er enceNunber " :

b

"gat eway_response_nessage": "",
"gateway_result_code": "",
"gateway result _text": "",

"gat eway_reference_nunber": "",
"gat eway_aut h_code": "",

"return_card _data": "",
"save_card": "",
“merchant id": "",
"billing_street”: null,
"billing_city": null,
"billing_zip": null,
"billing state": null
"comments": null,
"description": null,
"recurring": "fal se",
"schedul e": null,
"numleft": null,
"start_date": null

"bill _amount™": "",
"card_hol der": "",
"gateway ip": "",

"signature": "",
"aut h_amount": "",
"remai ni ng_bal ance": null
"env_data": {

"receipt": "",

"custoner_verification_nethod":

"tag_data": {

"Tag ": "",
"Tag 4F": "",
"Tag 50": "",
"Tag 5F20": "",
"Tag 5F2A": "",
"Tag 5F34": "",
"Tag 82": "",



"Tag 84": "",
"Tag 8A": "",
"Tag 95": "",
"Tag 9A": "",
"Tag 9B": :
"Tag 9C'": ,
"Tag 9F02": "",
"Tag 9F06": "",
"Tag 9FO7": "",
"Tag 9FO8": "",
"Tag 9F09": "",
"Tag 9FOD': "",
"Tag 9FOE": ,
"Tag 9FOF": ,
"Tag 9F10": ,
"Tag 9F12": "",
"Tag 9F1A": "",
"Tag 9F21": "",
"Tag 9F26": "",
"Tag 9F27": "",
"Tag 9F33": ,
"Tag 9F34": ,
"Tag 9F35": ,
"Tag 9F36": "",
"Tag 9F37": "",
"Tag 9F39": "",
"Tag 9F40": ""
}
H
"renmote_id": null
"street address": null
"zip_code": null,
“input_met hod": "",
"bin_data":
"bin":
"card_brand": "",
"issuing_org": ,
"card_type": ,
"card_category": ,
"issuing_country": "",
"issuing_country_code_a2":
"issuing_country code_a3":
"issuing_country_nunber":
"issui ng_phone": "",
"issuing website": "",
"pan_l ength": ,

"issued_entity":
"is_regul ated":
"is_comrercial":
"is_heal t hcare"

l
nn
’

fal se,
fal se



}:

"mdt ",

"tidt: "
b

“hash": ""

Request details:

URL: https://tb-sandbox.paymentfusion.com/hpps

Verb: POST

Required Parameters:

id= The HPP identifier for the transaction
transaction_type= SaveOnly
amount= $0.00

Recommended Parameters:

callback_url_1=One of the three URLs where Transaction Broker will POST to when a transaction is finalized by the terminal. Multiple
callbacks may occur as new information is updated. This eliminates the need for polling for the transaction's status. Only HTTPS URLs are
allowed. The callback will retry if the host is unresponsive. The response received from the callback url must have the response code 2xx.
Basic auth credentials may be added in to url ie. 'https://username:password@address.com' or as an url param 'https://address.com?
token=secret'".

remote_id=Used for keeping track of a 3rd party identifier alongside the transaction object. This is typically used by the ISV to assign its own
identifier to the transaction for easy matching in case any network issues appear. This is not validated for uniqueness.

Headers:

Authorization: Needs to include Basi ¢ word before Base64 encoded api _i d: api _t oken. The api _i d is the identifier of the organization
created on TAP; size range - 20. The api _t oken is the unique token previously generated by TAP and provided securely to the
organization; size range - 3

Example: Basi ¢ ODASBVgr NdZkZmbi FI JI TThkYTA2e Q00Mz A5dHh1bWZnZgf dZDE=

Accept: Specifies the requested API version. If this field is not specified or has an invalid format, the call will be routed to a previous version.
If the previous version does not exist, a 404 page will be displayed.

Example: appl i cati on/ vnd. paynent f usi on. v3. 0. 0+j son

Content-Type: application/x-www-form-urlencoded

Cache-Control: no-cache Host: tb-sandbox.paymentfusion.com

Accept-Encoding: gzip, deflate

Connection: keep-alive

Body:

"id": "string",
"transaction_type": "Sale",
"amount": O,

"invoi ce_nunber”: "string",
"pn_ref": "string",

"echo fields": true,
"approved_redirect": "string",
"declined redirect": "string",

"send_custoner _receipt": true,
"recei pt_tenplate": "string",



"custoner_email": "string",
"test _node": true,
"force_duplicate": true
"amount _is_editable": true,
"non_t axabl e": true
"tax_anount": O,

"shi ppi ng_anmount": 0,

"di scount _amount": 0,
"tip_anount": O,

"custoner_nanme": "string",
"phone_nunber": "string",
"billing_first_name": "string",
"billing_|ast_name": "string",

"billing_address_1": "string",
"billing_address_2": "string",
"billing_city": "string",
"billing_state": "string",
"billing_zip": "string",
"shipping_is_billing": true
"shi pping_first_nane": "string",
"shi pping_last_nane": "string",
"shi ppi ng_address_1": "string",
"shi ppi ng_address_2": "string",
"shipping_city": "string",

"shi pping_state": "string",
"shi pping_zip": "string",
"coment": "string",
"description": "string",
"clerk": "string",

"remote_id": "string",

"post _json_on_redirect": true,
"merchant _trans_id": "string",
"expiration_in_days": O,
"sec_code": "string",

"short _url": true,

"custom fields": "string",

"cal I back_url _1": "string",
"cal I back_url _2": "string",
"cal I back_url _3": "string"

}

Response Body:



{
"hpp": "string",
" "string"

AT

Use the newly generated Hosted Payment Page to have a patient enter in their information and store the token response.

Callback Response:

"id": 227,

"type": "hpp",

"version": "3.0.0",

"data": {
"amount": "string",
"invoi ce_nunber”: "string",
"i p_address": "string",
"user _nane": "string",
"transaction_status": "string",
"token": "string",
"card_type": "string",
"card_expiration_date": "string",
"masked_card_nunber": "string",
"check_account _type": "string",
"check_account nunber": "string",
"transaction_type": "Sal e",
"created_ at": "string",
“tip_anount": O,
"gateway_identifier": "string",
"gat eway_ref erence_number": "string",
"gat eway_aut h_code": "string",
"merchant _id": "string",
"billing_address_1": "string",
"billing _address_2": "string",
"billing city": "string",
"billing_zip": "string",

"billing_state": "string",
"coment": "string",
"description”: "string",
"card_hol der": "string",
"auth_anmount": "string",
"remote_id": O,
“input _nethod": "string",
"bin_data": {

"bin": O,

"card_brand": "string",

"issuing_org": "string",



"card_type": "string",
"card_category": "string",
"issuing_country": "string",
"issuing_country code_a2": "string",
"issuing_country code_a3": "string",
"issuing_country nunber": O,
"i ssui ng_phone": "string",
"issuing_website": "string",
"pan_length": "string",
"issued_entity": "string",
"is_regulated": "string",
"is_commercial": fal se,
"is_heal thcare": "true"
H
"customfields": "string"
|
"hash":
"a39109af 119ee4b245b57574d54e5chce49e01dbd5e39b9c47cba703c5b7d09a"

}
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